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Cryptography

Suppose Alice wants to send a message to Bob. Alice sends her message.
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Cryptography

Suppose Alice wants to send a message to Bob. Alice first encrypts her message using some
secret information that only her and Bob know.
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Homomorphic Encryption

Homomorphic encryption describes encryption schemes in which addition and multiplication
can be performed on encrypted messages (ciphertexts). That is, for messages 1, 1711 and key k

Enc(mg, k) + Enc(my, k) = Enc(mg + my, k)

Enc(mo,k) X Enc(ml,k) = Enc(mo X ml,k)

Furthermore, we can compute on ciphertexts without revealing any private information, which
includes the secret key and messages.

This allows us to outsource computations to third parties. These third parties can compute on
data, while at the same time learning nothing about the data!
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Traditional Cloud Computing Model
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Secure Cloud Computing Model
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How Does Homomorphic Encryption Work?

Homomorphic encryptions schemes are based on the hardness of the ring learning
with errors (RLWE) problem. Define the following polynomial rings.

R, = Z[x]/(®(x))
Rug i= Zyfa)/(®(x)) = Z[a] /((x), q)

Choose s € R, , secret and sample a polynomial e < x(R,) such that |e]_ < p.
Sample a + U(R,,) and compute b € R,, , via b = [—as + 6]4)(_,5),,1. The ordered pair
(a,b) € R?  is called an RLWE sample.

n,q

Given many samples (a;, b;) € Ri’(l, the RLWLE problem is to find s. This problem is

known to be at least as hard as many worst-case lattice problems.
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BFV.Encrypt(myg, pk)

Input: mg € R, message,
pk = (a,b) € R , public key.
Output: ct) € R?

mn,q"*
Step 1. Generate a random u € R, 3.
, ' : . / "
Step 2.  Sample ey, ey < x(R,) such that HPOHOOHPOHOO 2

OR-
Step 3.  Compute cty = (ag,by) € R, where ay = [au +
eolo(), and by = [bu + Dmg + €f]a@),0-
Step 4.  Compute (ay, b)) = BFV.Modreduce((Q, ¢, cty).
Step 5.  Return ctf, = (ap, b)) € R?

NG

Algorithm 3: BFV Encryption
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BFV.Multiply(ctg,cty)

Input: cto = (ap, bo),ct1 = (a1,b1) € R,zt,q BFV ciphertexts.

Output: (cp, ¢}, c5) € R},

Step 1. Compute ¢y = [bob1]a@).c1 = [biag + boai]e(), and
€3 = [(l-oal]q>(:z)-

Step 2. Compute ¢ = |tco/ql,cy = |tei/q], and ¢ =
[tea/q].

Step 3.  Return (¢, ¢1, ).

Algorithm 7: BFV Multiplication
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Research Topics and Results

There are many active research topics in homomorphic encryption. I currently study noise

y p p yp y study
growth during homomorphic operations and how it relates to number of computations allowed
and precision.

Resources on Homomorphic Encryption

Interested in learning more about homomorphic encryption? Check out FHE.org!
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